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Overview

Securing information and information systems remains a core responsibility of the
University System of Georgia (USG). USG institutions and the University System
Office maintain information that we have both a legal and ethical responsibility to
protect. Atlanta Metropolitan State College (AMSC) uses single sign-on solutions
(SSO) paired with multi-factor authentication (MFA) to mitigate risk.

Effective March 7, 2018 in compliance with USG requirements and best practices,
AMSC implemented the Duo security MFA technology solution. Duo security utilizes
your smartphone, mobile phone, landline phone or tablet computer as a secondary
authentication device in addition to your user name and password.

DUO security will be to access AMSC applications, systems and services such as
OneUSG Connect, Banner, PeopleSoft, etc. by AMSC faculty, staff and students.

Using DUO Security

The following pages provide instructions for initiating, installing, accessing and using
DUO MFA. You can enroll any smartphone, mobile phone, landline phone or tablet.
Duo lets you link multiple devices to your account, so you can use your mobile phone
and a landline, two different mobile devices or any combination that is useful to you.




1. Enrolling Devicesin DUO

Pre-enrollment checklist for smartphones and tablets:

Make sure your App Store (iTunes, Google Play or the Windows Store) is properly
configured on your device.

Download the Duo Mobile application to your device.
For iPhone, iPad, and Apple Watch devices:

e Launch the iTunes Store on your phone or tablet and search for the “Duo
Mobile” app by Duo Security, Inc.

4))

5:40 PM @ 3 28% @ )

Q duo

Duo Mobile
. [ Security made simple GET
T

@ Kmecon
831934

F To——

T

g Q
Todav Games Apps Undates Search
e Select “Get” and then tap “Install” to download the app.
e Tap “Allow” again when asked if Duo Mobile should be able to send push
notifications.

e Tap “OK” when asked Duo would like to access the camera.



https://itunes.apple.com/us/app/duo-mobile/id422663827?mt=8
https://itunes.apple.com/us/app/duo-mobile/id422663827?mt=8
https://itunes.apple.com/us/app/duo-mobile/id422663827?mt=8
https://itunes.apple.com/us/app/duo-mobile/id422663827?mt=8

For Android Devices:

e Open the Google Play Store app on your phone and search for the “Duo
Mobile” app by Duo Security, Inc.
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e Install the Duo Mobile app.

e You will have to tap “OK” when asked if Duo Mobile should be able to send
push notifications.

e Tap “OK” when asked Duo would like to access the camera.



https://play.google.com/store/apps/details?id=com.duosecurity.duomobile
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile

For Windows Phones:

e Open the Windows Store on your phone and search for the “Duo Mobile” app
by Duo Security, Inc.
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e Install the Duo Mobile app.
¢  You will have to tap “OK” when asked if Duo Mobile should be able to send

push notifications.
e Tap “OK” when asked Duo would like to access the camera.



https://www.microsoft.com/en-us/store/p/duo-mobile/9nblggh08m1g?activetab=pivot%3aoverviewtab
https://www.microsoft.com/en-us/store/p/duo-mobile/9nblggh08m1g?activetab=pivot%3aoverviewtab
https://www.microsoft.com/en-us/store/p/duo-mobile/9nblggh08m1g?activetab=pivot%3aoverviewtab

2. Getting Started with DUO

Find the DUO enrollment email sent to your official AMSC email account as depicted
below. The sender will be Duo Security <no-reply@duosecurity.com>. If you do not
see the email, please check your clutter or junk mail folder. It is a valid
communication and you should continue with the enrollment process per the
communication.

2 Reply [ Reply All (53 Forward
Duo Security <no-reply@duosecurity.com» Wed 2:40 PM

AMSC Duo Security Enroliment w

Hello Trailblazer,

Atlanta Metropolitan State College (AMSC) is rolling out Duo Security, a friendly and secure way for you to log into
AMSC campus applications. The AMSC Management Information Systems team has invited you to set up your account
for Duo so you can start logging in.

To begin, click this link to enroll a phone, tablet, or other device:

Clicksthe link<listed|here.

A

Duo Security is a two-factor authentication service that strives to be easy to use and secure. To learn more about Duo
authentication, visit the guide here:

hitps:/fguide duo.comvenroliment

Select the enroll link in the enrollment email as depicted above.
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Protect Your Atlanta Metropolitan
State College Account

Two-factor authentication enhances the security of your account by using

a secondary device to verify your identity. This prevents anyone but you

What is this? % from accessing your account, even if they know your password.

Need help?
S This process will help you set up your account with this added layer of
Powered by Duo Security security

Start setup

3. Select the ""Start setup'* button to begin the Duo setup processon
your device.

On the next screen, you will be prompted to select the type of device you want to
enroll in Duo. A smartphone is the recommended device type; however, you may
opt to use a tablet, basic cell phone or even a landline.

Our example features smartphone set up, which is virtually identical to setup on a
tablet.

Adding a backup device is recommended for those times when the device you
regularly use is unavailable.




What type of device are you adding?

@ Mobile phone RECOMMENDEL
O Tablet (iPad, Nexus 7, etc.)
O Landline

What is this? & : : U2F token (Requires a compatible browser)

Need help?

Powered by Duo Security Continue

4. Onceyou have selected your device you may continue to the next
screen, where you will be prompted to select yourlocation and
enter your telephone number.

After entering your telephone number, you will be prompted to confirm that the
phone number is correct.

Enter your phone number

United States ﬂ
+1 v
What is this? 3
Need help? ex: (201) 234-5678
Powered by Duo Security Is this the correct number?

5. After confirming your phone number, you can continue to the next
setup screen where you will select the type of phone you are
enrolling.




What type of phoneis

@ iPhone
() Android

O Windows Phone

What is this? [ O Other (and cell phones)
Need help?

Powered by Duo Security Back Continue

6. Selectthe type of phoneyou are enrolling and continue.




7. Next, you will be instructed to get and install the Duo Mobile app
that is appropriate to your particular device. Follow the

installation directions for your device.

duo mobile

Duo Mobile =2
Duo Security  ——

What is this? [4

Need help?

Powered by Duo Security

Install Duo Mobile for iOS

1. Launch the App Store app and
search for "Duo Mobile".

2. Tap "Get" and then "Install" to
download the app.

| have Duo Mobile installed

When you have successfully installed the Duo Mobile app on your device, you will

need to confirm the installation.

8. To confirm the installation, click on the "I have Duo Mobile

installed"" button.

Note:If you have enrolled a landline phone or cellphone, you will not be prompted to

install and activate the Duo Mobile app.
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9. After you have confirmed installation of the Duo Mobile App, you
will move on to the activation page.

10. You will be instructed to open the Duo Mobile App and tap the
“+” symbol.

11. You will then be prompted to scan a QR code. You will have the
option to receive an activation link viaemail if you prefer. Follow
the instructions in the email if you choose this option.

You need to choose only one of the two activation methods: you do not
need to do both,

Activate Duo Mobile for iOS

—I 1. Open Duo Mobile.
2. Tap the "+" button.
3. 5can this barcode.

EX ample T —
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Powered by Duo Security

12. Use your device to scan the activation QR code.
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13. From there you will go to the QR code confirmation page, where a
large green check mark will appear over a grayed-out QR code to
indicate that you have successfully activated the Duo Mobile app.

Activate Duo Mobile for iOS

1. Open Duo Mabile.
2. Tap the "+" button.

3. Scan this barcode.

Or, have an activation link emailed to

What is this? I

Need help?

Vou nstead.

Powered by Duo Security
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14.The last step in setting up your device is deciding your preferred
means of notification when receiving authentication requests. We
recommend that you set Duo to ask you to choose your
authentication method on a case per case basis. Different
authentication methods may be easier or more secure to use at
different times.

When using the Duo Self-Service Portal, the final enrollment screen displays all
your enrolled devices.

The default device has been selected - entering a method in the second field will
send phone, push and sms authentication notices to your default device.

(L 10s JUST ADDED

; Default Device:  j0S

Need help? :
LUCURLS-SUEE W Automatically send this device a Duo Push

Powered by Duo Security

Finish Enrollment
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15. You have completed Duo device enrollment.

Enrollment Successful!

Way to go! You can now authenticatetoany
+ Duo-pfotected service.

16. I enrolled in Duo - what now?

Once you are enrolled in Duo you will use it for logging in to certain protected
systems, such as the OneUSG Connect site and eventually others.

You canvisit the AMSC Duo FAQ for answers to common questions about
logging in, using Duo and known problems.

If you have questions or require assistance with Duo contact the AMSC MIS

Single Sign-on Help Desk by emailing sso@atlm.edu or by calling
(678) 623-1335.
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